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Day 1: June 10, 2019 
Session 1 

8:30 am – 9:45 am 
Opening  
Colleen Nick - http://morgannickfoundation.com/about/ 

Break 
Session 2 

10:00 am – 11:30 am 
Intel Collection 101 – Kevin Branzetti 

1. Protecting your agency: From Policies to Protests – A review of where agencies 
have gone wrong and where they went right 

2. Setting up rules for opening investigations – Who, What, Why, and How Long 
3. Financial Tips: A Look Beyond the Average Subpoena  

a. Tracking international and domestic money. 
b. Working with the financial sector to identify human trafficking, terrorism 

finance and international criminal gangs. 
c. Tracking cash flow through MSBs for criminal purposes. 
d. FinCEN – Beyond running the name of your subject. 
e. Bitcoin investigation – not what is Bitcoin but a hands-on way to identify 

people using Bitcoin for illicit means. 
 

Lunch 
 

Combating Cyber Crimes – Nick Selby 
Understanding and defining the difference between guys in hoodies and guys in hoodies. 

 
Session 3 

12:45 pm –2:00 pm 
Targeting Child Exploitation Offenders and Using OSINT to Identify Offenders – Kathryn 
Gamble 
This presentation will cover how/where to target child exploitation offenders, how to 
utilize an undercover identity to engage offenders in communication, and how to extract 
information from offenders that will later be used to identify them through OSINT.   
 
The following topics will be covered: 
• Preferred social media applications  
• Investigative tools and techniques 
• Open source searches  
• Case examples 

Break 
Session 4 

2:30 pm – 3:40 pm 
Child Exploitation on the Darkweb – Greg Squire 

• Overview of TOR – the darkweb browser. 
• Darkweb vs Deepweb vs Openweb. 
• Demystify TOR – how to use TOR in your investigations. 
• Migration of child exploitation offenders from openweb to darkweb. 
• Current landscape of darkweb child exploitation (types of sites, content hosting, 

hierarchy/criminal organization, and members). 
• Who are these offenders? New generation vs old stereo type. 
• Who investigates these cases?  
• How to investigate these cases (UC, Victim ID, date/time analysis, language 

analysis, old school). 
• Case examples. 

 
Session 5 

3:50 pm – 5:15 pm 
What We Give Up with Our Phones – Nick Selby  
A guide to who’s mining our digital exhaust and how investigators might take advantage. 

 

  

http://morgannickfoundation.com/about/
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Day 2: June 11, 2019 
Session 1 

8:30 am – 9:45 am 
Cyber Undercover Operations – Kevin Branzetti 

1. Creating an identity  
2. Laying out a plan to the engagement 
3. Documentation  
4. Tools and theories for faking and tracking sending money  
5. Assessments – The art of determining who is a threat and documenting your 

decisions 
Break 

Session 2 
10:15 am – 11:30 am 

Managing Technical and Legal Barriers to Digital Evidence – Strategies for Overcoming – 
Jim Emerson 
This presentation examines the broad digital evidence (DE) landscape, technological and 
legal contemporary obstacles for law enforcement in accessing and examining DE, and a 
range of strategies for overcoming these challenges for both investigators and 
prosecutors.  The DE landscape will include both local and remote sources of evidence, 
consider state of encryption, emerging technical obfuscation, continuing challenges for 
legal process, and issues associated with service provider data, tooling, and productions. 
In light of the above challenges, the session will cover:   

• Early assessment and planning for collection and access 
• Preservation considerations 
• Analysis and growing complexity 
• Production planning as an investigative and prosecutorial driver  
• Balancing legal considerations throughout 

Resources will be identified for in depth additional training and technical assistance. 
 

Lunch 
 

Introduction to the Innocent Lives Foundation (ILF) – Chris Hadnagy 
There is always an alternative to giving up on identifying a predator. Send difficult cases to 
ILF instead of closing them out. 
• What is the ILF? 
• How we are using Social Engineering (SE) to target predators. 
• How we set up the ILF and vet volunteers. 
• What makes the ILF unique from other "predator hunting" organizations? 

 
Session 3 

12:45 pm – 2:30 pm 
HUMINT and OSINT in Criminal Investigations Part 1 – Glenn Devitt 
This interactive training identifies and demonstrates multiple free online resources that 
break through traditional search roadblocks. Participants will not only be shown how to 
"dig" into the internet for personal information about any target but also how to connect 
attributes across multiple open source data points. While popular sites such as Twitter, 
Instagram, and Facebook are covered in detail (including techniques that legally access 
some "hidden" content), the presentation goes much deeper into the vast resources 
available for researching personal information. 

 
Session 4 

3:00 pm – 4:15 pm 
Cryptocurrency Investigations – Paul Jabaay (Coinbase) 
• Digital Currency. 
• Blockchain Investigations. 
• Criminality and Digital Currency. 
• The Dark Web for Law Enforcement. 

 
Session 5 

4:15 pm – 5:30 pm Panel Question and Answer 
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Day 3: June 12, 2019 
Session 1 

8:30 am – 9:45 am 
Google Geofence Data – Sy Ray 
This presentation is an overview of how Google’s Geofence Data can be used to further 
criminal investigations. The following topics will be covered –  

• Legal provisions and warrant templates 
• Defining the size and time frame of a geofence to be searched 
• Data analysis for both single and multiple scenes 
• Case examples will be presented using actual case studies in which Google 

Geofence Data identified investigative leads. 
• Mapping examples 
• A downloadable link will be provided for templates and guides. 

 
 

Session 2 
10:15 am – 11:30 am 

Intel Collection 102 – Kevin Branzetti 
1. OSINT – Creating rules and procedures to protect your agency 
2. OSINT Tools – How a novice can become an expert in an instant 
3. Getting the most out of your legal process. This will be a discussion in learning 

the language of service providers and writing subpoenas, 2703d orders, and 
search warrants. 

4. Tips for Facebook, Google, the Cloud, Apps and more 
5. International phones, IP addresses and websites – How to investigate them 

Lunch 
Session 3 

12:45 pm – 2:20 pm 
HUMINT and OSINT in Criminal Investigations Part 2 – Glenn Devitt 
This interactive training identifies and demonstrates multiple free online resources that 
break through traditional search roadblocks. Participants will not only be shown how to 
"dig" into the internet for personal information about any target but also how to 
connect attributes across multiple open source data points. While popular sites such as 
Twitter, Instagram, and Facebook are covered in detail (including techniques that legally 
access some "hidden" content), the presentation goes much deeper into the vast 
resources available for researching personal information. 

 
Session 4 

2:30 pm – 3:40 pm 
PCMD Reports – Improving Accuracy – Sy Ray 
This presentation is an in-depth study of how Per Call Measurement Detail reports are 
generated, the accuracy of these reports, and how to interpret them. Arguably, PCMD 
reports are the most accurate historical geolocation data available from cellular carrier. 
These reports can be complex in nature and are often misinterpreted. This course will 
cover the following topics –  

• What is PCMD, what is it used for 
• How to read PCMD reports 
• Accuracy estimations associated with different types of PCMD reports 
• Meeting scientific standards when using PCMD data 
• Case examples demonstrating the use of these reports and the accuracy 

A downloadable link will be provided for templates and guides.  
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Session 5 
3:50 pm – 5:15 pm 

Non-Traditional Data Source for Investigations – The MAID – Mark Massop 
This presentation is an overview of data that the private sector has been using for 
several years to drive consumer behavior. As the number of mobile devices across the 
globe has grown, so has the amount of data associated with those devices and the apps 
they run. As such, the device manufacturers have created the Mobile Advertising ID or 
MAID so companies have a common denominator that allows direct to mobile 
advertising. The MAID provides non-PII location-based data to the advertisers to they 
can target specific devices within a specific region. We will show how the same data can 
be used during investigations.  
 
This course will cover the following topics: 

• Overview of the MAID 
• Privacy concerns using the data for LE 

Use cases for LE with this data 
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Day 4: June 13, 2019 
Session 1 

8:30 am – 9:45 am 
Intel Collection 103 – Kevin Branzetti 

1. IP Addresses from what they are to how to use them to track someone down 
2. Boutique Tools and Tricks – Photos, websites and more 
3. Thinking differently – Using tech to catch a perp 
4. Digital Crime Scenes – How to identify perps, victims and witnesses from your 

keyboard 
5. Identifying the Unidentifiable – Using all of your tools to find the person hiding 

behind TOR and encrypted apps [This is a test. Taking an “impossible” scenario 
and finding viable leads] 

Break 
Session 2 

10:15 am – 11:30 am 
IP Reports from Telecommunication Providers – Sy Ray 
This presentation is an overview of newer formats of IP reports available from cellular 
carriers. These reports can contain geolocation information as well as landing IP 
addresses. This course will cover the following topics –  

• Overview of which carriers are offering IP related reports 
• Samples of IP reports 
• Case studies demonstrating how these reports can be used for both geolocation 

and investigative purposes 
A downloadable link will be provided for templates and guides.  

 

Lunch 
Combining Legal and OSINT Information – Kevin Metcalf 
Lessons learned on combining legal and open source information to leverage all the 
information available in an investigation and how to find more. 

 
Session 3 

12:45 pm – 2:00 pm OSINT Lab Dark Web & 
Cryptocurrency Lab 

Geofence, Mapping, and 
Analysis Lab 

Break 
Session 4 

2:30 pm – 5:30 pm OSINT Lab Dark Web & 
Cryptocurrency Lab 

Geofence, Mapping, and 
Analysis Lab 
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Day 5: June 14, 2019 
Session 1 

8:30 am – 9:25 am Panel Discussion – OSINT and Legal 

Break 
Session 2 

9:35 am – 10:45 am Panel Discussion – Dark Web & Cryptocurrency 

 
Session 3 

11:00 am – 12:00 pm Panel Discussion – Geofence, Mapping, and Analysis 

 
 
 

The First Annual Branzetti BBQ Competition Begins 
 
 
 
 

Session 4 
1:30 pm – 3:30 pm Panel Discussion – Open Discussion and Case Presentations 

 
 


